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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.807.
2
References

 [1]   3GPP TR 23.716: " Study on the Wireless and Wireline Convergence for the 5G system architecture".
3
Rationale





How to achieve NAS security is not clear enough in 5WWC architecture, therefore this KI is used to create the work of NAS security investigation in all 5WWC scenarios.
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
5.X
Key Issue #X: NAS security
5.X.1
Key issue details

Quite a few architecture scenarios are listed in TR 23.716[1]. These are categorized by whether a fixed network entity is in the middle between a 3GPP UE and the AMF, whether the fixed network entity is legacy or 5G capabile, and how many contenctions the 5G-RG and the 5GC capable UE are going to use. Based on different scenarios, the NAS security termantion and the NAS security scheme could be different so that NAS security are worth of studying.
5.X.2
Security threats

NAS security is used to protect exchanged NAS signallings between the UE and the AMF. If the security does not available, the NAS signalling can be modified or changed which will cause an unpredit result.
5.X.3
Potential Security requirements

The NAS signalling could be available between the AMF and the fixed network entity in scenarios listed in TR 23.716[xx].

The NAS signalling could be available between the AMF and the 5G capable UE, especially when a fixed network entity in the middle of the path. 
*************** End of Change ****************
